Comerica Merchant Services  - PCI Security Standards Quick Reference
Payment Card Industry Data Security–PCI Security Standards
Web site – https://www.pcisecuritystandards.org 

Attacks on cardholder data and merchant web applications have intensified and matured over the last year and hackers have moved away from traditional SQL attacks that compromise individual websites.  Instead they are working from lists of vulnerable web pages compiled from search engine queries.  Hackers, based mostly in China, have figured out how to scale their attacks and improve their odds of breaching a website.  Cardholder data security should be included in your internal procedures and software development lifecycle.

Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Protect Cardholder Data
Requirement 3: Protect stored cardholder data

Requirement 4: Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update anti-virus software

Requirement 6: Develop and maintain secure systems and applications 

Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know

Requirement 8: Assign a unique ID to each person with computer access

Requirement 9: Restrict physical access to cardholder data 

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data

Requirement 11: Regularly test security systems and processes 

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security 

If Compromised

Take immediate action

Merchants and service providers that have experienced a suspected or confirmed security breach must take immediate action to help prevent additional damage and adhere to CISP requirements. 

Loss or theft of account information

Members, service providers or merchants must immediately report the suspected or confirmed loss or theft of any material or records that contain cardholder data. 

If a member knows or suspects a security breach with a merchant or service provider, the member must take immediate action to investigate the incident and limit the exposure of cardholder data. 

If a member fails to immediately notify VISA or MasterCard Fraud Control of the suspected or confirmed loss or theft of any cardholder transaction information, the member will be subject to a penalty of $100,000 per incident. 

Members are subject to fines, up to $500,000 per incident, for any merchant or service provider that is compromised and not compliant at the time of the incident. 
