August 29, 1996


TO:
Finance Audit and Investment Committee of the Board of Trustees


FROM:
David P. Vartanian

Director, Internal Audit


RE:
OAKLAND UNIVERSITY AUDIT UNIVERSE

The Oakland University audit universe is developed by determining the audit areas of the university, and evaluating each area with respect to its relative risk exposure.  The university is exposed to three primary types of risk:

1.  Economic loss -
Risk associated with control weaknesses which allow for the loss of dollars through mismanagement, inefficiencies, defalcations, etc.

2.  Compliance -

Risk associated with noncompliance of Federal, State, NCAA, etc., regulations which can result in both monetary and nonmonetary penalties.

3.  Embarrassment -
Risk associated with control weaknesses which have no direct dollar impact but reflect upon the image of the University.

The audit cycle frequency is based upon this evaluation of risk.  The five broad categories of audit risk specific to the University's operating environment are as follows:

1.
Quality of controls/known or potential problem areas.

2.
The degree of reliance administrative or academic functions place on the activities of the audited operation or unit.

3.
The level of activity in an area which by virtue of its volume and/or complexity increased the opportunity for loss.

4.
External reporting requirements (federal, state, etc.)

5.
Public Implication/Visibility - risks associated with control weaknesses which may have no material financial impact, but reflect upon the image of the University.

In addition to the risk evaluation, each audited area is assigned the type of audit that will be performed.  The Internal Audit Department conducts three types of audits, which are defined below:

Financial
An audit designed to determine the fairness of the organization's financial statements and reports.  It places great emphasis on evaluating internal controls and accounting procedures, to ensure all financial activity is accurately recorded.

Operational
An audit designed to assess the efficiency and effectiveness of management's operating procedures.  It involves evaluating the utilization of resources and whether management's functional objectives are being accomplished.

Compliance
An audit designed to evaluate an organization's compliance with applicable laws, regulations, and contractual terms.  It involves reviewing both financial and operating controls and transactions to verify compliance with established standards.

Additionally, the audit universe is impacted by the work the University's external auditors perform.  Transactions and accounts of all University activities are subject to review during the annual financial audit.  The Internal Audit Department and the external auditors coordinate efforts so that we can both achieve our stated objectives, without unnecessary duplication of effort.

The annual audit schedule is dependent upon the constraints of the audit resources available.  Therefore, scopes and coverage may be modified to provide, in our judgment, the most effective cost-benefit to the University.  Also, the schedule may be changed during the year to accommodate certain requested audits or investigations, which are usually one-time reviews of specific activities or accounts.  These reviews are due to suspected defalcations or other problems, and therefore receive high priority.

Attached is the University's Audit Universe and related audit cycle. I would be pleased to discuss 

this plan and its development in greater detail with you.

Enclosure

c:
G. Russi

P. Bissonnette

S. Gerrits
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OAKLAND UNIVERSITY

AUDIT UNIVERSE
AREA
AUDIT TYPE
LAST AUDIT
ANNUAL AUDITS


Academic Affairs
Computer Center (note 1)
Operational
*, 1998

Federal Financial Aid
Compliance
*

Federal Grants
Compliance
*

Radiation Safety Program
Compliance
2004

Finance & Administration
Meadow Brook Theatre
Financial
2003

Investment Amount Verification
Financial
*

Financial Aid Accounting
Compliance
*

Cashiers Office Cash Count
Financial
2004

OU Scholarship Committee
Tax Return
completed by 
Univ. Relations

Year End Inventory
Inventory
not required

President's Office

NCAA Financial Audit
Financial
*, 2003


Institutional Wide


Software License Compliance (note 1)
Compliance
-



Purchasing Card System
Compliance
2003

THREE - FOUR YEAR CYCLE

Academic Affairs
Grants - Non-Federal
Operational
1989

Lowry Child Care Center
Financial
1992

MBHEI (operation closed June 2003)
Financial
1995


Public School Academies
Operational   
2000


* - External Auditors review area on an annual basis.
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AREA
AUDIT TYPE
LAST AUDIT
THREE - FOUR YEAR CYCLE CONT.

Finance & Administration
Investments-B.O.T. Policy
Compliance
*

Golf Course
Financial
1993

Cashiers Office
Operational
 2004  
Parking Revenue
Financial
1996

Mail Room
Operational
1994

Motor Pool (closed June 2004)
Operational
1991


President’s Office

Athletics
Financial
1997

Meadow Brook Hall
Financial/Operational
  2004 


Student Affairs
Counseling Center
Financial
1997

Oakland Center
Financial
1994

Residence Halls
Financial
1992

Campus Recreation 
Operational
2003

University Relations
Development Office
Financial
*,1986

FIVE - SIX YEAR CYCLE

Academic Affairs
Admissions

   Revenue Controls
Financial
1997

   Process/Standards Review
Operational
1997

Cooley Law School Rev/Exp Sharing
Compliance

Grants and Sponsored Research
Financial/Operational
2002 (ls)

Financial Aid 

  Non-Federal & Scholarship
Financial
1997

  Distribution Review
Operational
1997

  Short-term Loan Program
Operational
1997
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AREA
AUDIT TYPE
LAST AUDIT
FIVE - SIX YEAR CYCLE CONT.

Academic Affairs

Incentive Programs
Financial


Music, Theatre & Dance
Financial
1989

Registrar

  Evening Extension
Financial
1983

  Transcript Review
Financial
1985

Kresge Library
Financial
1983

Institute for Action Research
Financial                     
1997



School of Health Sciences

  Application Fees and 

  Seminar Revenue
Financial
1997

Telecommunications
Operational
1986

Finance and Administration
Administrative Costs & Utilities

 charged to Auxiliaries
Operational
1999

Accounts Payable
Financial
*

Payroll Office
Financial
*,1985

Plant Fund Activity
Financial
*

Student Accounts

  Receivables
Financial
*

Tuition Revenue
Financial
*

Employee Fringe Benefits
Financial
*,1985

Environmental Health & Safety
Operational
-

Meadow Brook Music Festival
Compliance
1995

Print Shop
Operational
      1997 (ls)

Property Mgmt/Fixed Assets
Operational
Limited areas

Purchasing
Operational
2002

Student Affairs

Campus ID card program
Operational

Graham Health Center
Financial
1993

Contract Compliance

 Book Store/Food Service
Compliance
1994

WXOU Radio Station
Operational
-
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AREA
AUDIT TYPE
LAST AUDIT
FIVE - SIX YEAR CYCLE CONT.

President's Office
Executive Expenses
Compliance
1998

University Rainy Day Fund
Financial/


Operational

General Counsel’s Office

University Diversity and Compliance

*

  Employee Hiring Procedures
Operational
-

University Relations
Alumni Relations

  Membership Revenue
Financial
2000

Institution Wide
Travel Expenses
Financial
1999 

SEVEN - EIGHT YEAR CYCLE

Academic Affairs
Animal Research Laboratory
Operational
-

Animal Handlers Health Program
Operational
-

Art & Art History
Operational
-

Center for International Programs
Operational
-

Chemistry
Operational
-

Clinical Research Laboratory
Financial
-

Eye Research Institute
Operational
-

General Studies Program
Operational
2002

Mathematics
Operational
-

Meadow Brook Art Gallery
Operational
2002

Modern Languages
Operational
-

Physics
Operational
-

Political Sciences
Operational
-

Rhetoric, Communications, Journ.
Operational
-
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AREA
AUDIT TYPE
LAST AUDIT
SEVEN - EIGHT YEAR CYCLE CONT.

Academic Affairs
Graduate Program

  Revenue Controls
Financial
-

  Process/Standards Review
Operational
-

Instructional Technology Center
Operational
1983

Student Grade Recording Procedure
Operational
1985

School of Business Administration
Operational
-

School of Ed/Human Services
Operational
1998  (ls)

School of Engineering/Comp. Sci.
Operational
1983

School of Health Sciences
Operational
1997

School of Nursing
Operational
-

Special Programs
Operational
-

Finance & Administration
Auxiliary Services

  Special Events
Financial
-

  Contract Management – Pepsi Fund
Compliance


Administration Fund
Operational
-

Facilities Management

  General Operations
Operational

  Key Control
Operational
1991

  Plant Maintenance-Recharges
Financial
1991

  Purchase Authorization Review
Operational
Selected Areas 1986

  Purchased Utilities
Operational
2001

  Vehicle Maintenance
Operational
1991

Construction In Process
Financial
*

Petty Cash Fund
Financial
1993

Student Accounts


  Return Check Procedure
Operational
-

Administration Professional

  Vacation/Sick Policies
Operational
-
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AREA
AUDIT TYPE
LAST AUDIT
SEVEN - EIGHT YEAR CYCLE CONT.

Finance and Administration
Employee Relations Committee
Operational
-

Drug Forfeiture Procedures
Operational &
-

Compliance

Decentralized Check Printing
Operational
1999

Student Affairs
Placement/Career Services
Operational
1986

Center for Student Activities
Financial 
1986

Center for Multicultural Initiatives
Operational

General Service Fee Allocation
Operational
1983

Student Org. Fee Collection Policy
Operational
-

Orientation Office
Operational
-

Vending Machine Commission
Compliance
1983

Upward Bound
Compliance/Financial
*, 2000

Faculty Subdivision
Financial
1981

Residence Halls

  Student Residence Requirement
Operational
-


Oakland Post 
Financial
2000


University Congress
Financial
2000

President's Office
University Communication/Marketing
Financial
-

Oakland University Press
Financial/
         



Operational

Trustee Academic Success Program
Financial/
         



Operational

University Relations
Alumni Relations


  Solicitation Procedural Review
Operational
-

Assistant VP/University Relations

  Special Events
Financial
-
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AREA
AUDIT TYPE
LAST AUDIT
SEVEN - EIGHT YEAR CYCLE CONT.

General Counsel
External Legal Fees
Operational
-


University Diversity & compliance
Financial/
         

Operational
1997 (ls)

Institution Wide 

Cash Handling Review
Operational 
1996

Contracting Authorization
Operational
1986

Copyright & Patent Reporting
Operational
-

Degree Requirement Review
Operational
-

Deans Discretionary Funds
Operational
2002

E-Commerce
Operational                          2003

Endowment/Gift Designation Review
Operational
-

Interim Appointments
Operational
-

Miscellaneous Student Fee Approval
Operational
-

NOTE 1 -  Selected areas are reviewed each year.

RISK BASED AUDIT UNIVERSE AND ANNUAL

AUDIT PLAN DEVELOPMENT PROCESS

1.  Develop the Risk Factor Model

· Identify and define risk factor(s) using university goals and strategies.

· Define related scoring criteria for each risk factor (see Exhibit 1).

· Have executive management complete the “Risk Assessment – Executive Interview” form (see Exhibit 2).

· Have executive management and the Internal Audit Director weight the risk factors.

· Compute an “average” weight for the risk factors.

· Create “Department Profile” survey (see Exhibit 3) and “Risk Assessment Rating Sheet (RARS) (see Exhibit 4).  

2. Identify the auditable units within the organization

· Use prior audit universe, financial statements, Administrative and BOT policy manuals, business processes, and information technology systems. 

· Segregate the audit areas by executive management responsibility. 

· Submit list to each executive and obtain their input and concurrence regarding “all inclusiveness”.

3. Risk Assessment Surveys and Scoring

· Distribute the department profile and Risk Assessment Rating Sheet (RARS) to the auditable units for completion.

· Internal Audit representative meets with auditable unit to review department profile and RARS responses.

· Internal Audit places both the auditee and their ranking into the risk assessment audit universe model matrix to calculate an overall score.  This will determine the audit cycle for the auditable unit (see Exhibits 5&6).

4. Annual Audit Plan Development


· Using the risk assessment audit universe model matrix prepare an annual audit plan that includes the highest risk audit areas (see Exhibit 7).  Each subsequent year’s plan will include lower risk areas until the entire audit universe has been completed. 

· Obtain input from the President for areas of concern for inclusion in audit plan.

· Present annual audit plan to Finance Audit and Investment committee for approval.

5. Annual Audit Universe Update

· Input audit date and hours for all audits completed
· Add/delete any new or terminated audit areas, business process or operations.
EXHIBIT 1

UNIVERSITY RISK ASSESSMENT 

Risk Factor Weighting Survey

Evaluator’s name ____________________________

Date________

Evaluator’s title _____________________________

Risk Factor






Percentage

1. Assets at Risk




________

2. Control Awareness




________

3. Size of Process, Function or Operation

________

4. Management/Staff Interest or Concern

________

5. Significant Changes in Business,

Operations, Processes or Technology

________

6. Legal/Regulatory Environment


________

7. Academic / Student Related Issues

________

8. Audit/Review History



________

TOTAL




100%___

    EXHIBIT 2 

Oakland University

Risk Assessment - Executive Interview
Name  _______________________________     Title__________________________

Area of Responsibility   _________________________________________________

1.
Considering university’s mission, what do you see as the major barriers and risks in achieving each of these initiatives?  Why?

___________________________________________________________________________

______________________________________________________________________________________________________________________________________________________

___________________________________________________________________________

2.
Considering each of your direct reports’ responsibilities, what concerns do you have in 
each of their areas?  How would you prioritize each of these?

___________________________________________________________________________

___________________________________________________________________________

______________________________________________________________________________________________________________________________________________________


3.
If there were three things that you wanted to make sure are being done in your division because they will impact the university achieving its objectives, what would they be?  Why?

______________________________________________________________________________________________________________________________________________________

______________________________________________________________________________________________________________________________________________________

4.
What is your perspective of control awareness?  What is your view of the level of control awareness within your division and the university?  If you were to rate the level on a scale of 1 to 10 with 10 being the highest/best level of awareness, what would the rating be and why?  What do you think needs to be done to improve it?

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________

______________________________________________________________________________________________________________________________________________________

5.
Other Comments

______________________________________________________________________________________________________________________________________________________

______________________________________________________________________________________________________________________________________________________

Internal Audit Department Profile Survey Instructions

Thank you for assisting with the Internal Audit Department’s risk identification project.  The instructions below are designed to facilitate your completion of the attached surveys.  If you have any questions while completing the forms, please contact the Internal Audit Department @ ext. 2373.  Your candid answers are necessary and appreciated.

1.
Individuals who are knowledgeable in the area being surveyed should complete forms.  It may be necessary for the forms to be completed by directors/department heads, staff, or both in some cases.

2.
Complete one Department Profile and one Risk Assessment Rating Sheet (RARS) for each of your responsible area(s).  If you have several areas, be sure to make copies of the forms.  Contact Internal Audit if additional forms are still necessary.

3.
Utilizing the information documented on the department profile, evaluate the area’s risks on the RARS utilizing the ratings key shown at the top of the sheet.  The “items to consider” listed under each category on the RARS show what is included in that category.  Circle those items that are applicable to your area adding any comments you believe are warranted.

4.
When necessary, attach additional sheet(s) to complete your answers.  Be sure to indicate which question the answer applies to.

5.
Where appropriate, attach relevant documents such as department budgets, 
organizational charts, etc.

6.
An Internal Audit Department staff member will contact you in the near future to set up a meeting to discuss your completed forms.


      EXHIBIT 3


DEPARTMENT PROFILE
Department: ___________________________________________________                                                                                                                                                                

Department Head’s name 




   Title 





  

Phone number  



__ Length of time in current position  





General and Administrative 
1.   Staff:      Number of faculty/professional staff  

  Number of clerical staff 
____


Departmental turnover percentage in last two years  




Reason(s) for turnover  











Is staff working overtime? ______  If yes, when is overtime occurring  (i.e. month end, 

year end, etc.)?  










2. What are the department’s goals? 

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


________________________________________________________________________________________
3.
What measurements are used to determine the progress towards meeting departmental goals (i.e. key performance indicators used, etc.)?  
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________

4.
What major business risks or issues are associated with this area of responsibility?  
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________

5.
What type of growth have you experienced in this area in the last two years? 
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


________________________________________________________________________________________
6.    Who are the customers you serve:

Internally?_______________________________________________________________________________


_______________________________________________________________________________________


Externally?______________________________________________________________________________


_______________________________________________________________________________________
7.
Does the department have documented policies and procedures that describe departmental fiscal operations?


Yes        No ____

8.
If the department has been audited within the last 5 years, please indicate by which external group.

      State auditors

      Federal auditors

      Other (please specify)                                                                                                                  

Please provide a copy of the audit report(s) to Internal Audit.
9.
If the department has a security system, please answer the following questions; if not, go to question number 10.

A.
What areas are secured?

B.
What type of security system is in place (e.g., camera, alarm)?

C.
Who monitors the security (gives out passwords, etc.)?

D.
Has the system ever been tested?  Yes       No      
10.
Does the department select recipients for any awards or scholarships?  Yes       No      

If yes, please briefly describe the awards or scholarships.


Accounting
11.
Please list all of the accounts that are the responsibility of the department.

Org#

Title



Purpose of the Account
12.
What is the departmental budget for this area?

13.  What is the annual transaction volume for this area of responsibility:

Dollars processed?  


   Number of transactions processed?  

_____

Is the transaction volume evenly distributed over the year?   Yes ________
 No _________

If no, when is transaction volume the highest? _______________________________________

14.
Who obtains the monthly accounting reports(s) using the University’s Financial Reporting System (Maxfli) or Banner?

15.
Are monthly accounting reports reconciled to supporting documentation (revenue and expense records)? 

 Please check one.

      Always

      Occasionally

      Only when questions arise

      Briefly glanced over

      Rarely

      Never

16.
Who performs the reconciliation and how is it documented?

17.
How soon are the monthly accounting reports reconciled after the department obtains them? 

Please check one.

      Immediately

      Within two weeks

      Within a month

      Longer than one month

18.
Is this reconciliation reviewed by someone other than the preparer?  Yes       No      
If yes, who performs the review?

19.
How soon are the monthly accounting statements reviewed after they have been reconciled?  

Please check one.

      Immediately

      Within two weeks

      Within a month

      Longer than one month

20.
How is the review documented?

21.
Does the department prepare any internal fiscal reports?  Yes       No      
If yes, please list them by title and briefly explain their purpose.

Title




Purpose
22.
Does the department maintain a separate accounting system?  Yes       No      
If yes, briefly explain the purpose.

23.
If the department has any inventories, other than equipment, please answer the following questions; if not, go to question number 24.

A.
What record keeping is done?

B.
How is inventory safeguarded against loss?

C.
What is the approximate value of the inventory?

D.
Who is responsible for monitoring the inventory?

E.
Who is responsible for purchasing inventory?


Receipts and Revenue
24.
If the department receives cash or checks, please answer the following questions; if not, go to question number 23.  

A.
For what purpose(s)?

B.
From what source(s)?     
C.
How does the department receive cash or checks?  Please check all that apply.

      Mail

      Directly from payee

      Other (please specify)                                                                       
D.
Please list the employee(s) who receive the monies?

E.
What is used to initially record cash or checks (e.g. cash register, cash receipt, cash receipts log)?

F.
Who opens the mail?

G.
Are checks restrictively endorsed AFor Deposit Only@?  Yes       No      
If yes, when and by whom?

H.
Who prepares the deposit?

I.
Does anyone review and approve the deposit?  Yes       No      
If yes, by whom?

J.
How often are deposits made?  Please check one.

      Daily

      Two or three times a week

      Weekly

      Every two weeks

      Monthly

      Infrequently

K.
Who delivers the deposits?

L. What are the department=s procedures for cash overages and shortages?

25.
If the department has a lockbox or safe, please answer the following questions; if not, go to question number 26

A.
What items are kept in the lockbox or safe?

B.
Who has keys or knows the combination?

C.
How often is the combination or lock changed?

26.
If the department receives gifts (monetary or nonmonetary), please answer the following questions; if not, go to question number 27.

A.
Is the Development Office notified?  Yes        No      
B.
How are monetary gifts processed?

C. How are non-monetary gifts processed? 

27.
Does the department assess any fees?  Yes        No      

If yes, who approves these fees?  Please provide a schedule of fees to Internal Audit
28.
If the department charges other departments for items or services, please provide Internal Audit with a schedule of rates and answer the following questions; if not, go to question number 29.  

A.
What type of items or services are charged to other departments?

B.
How is the rate/cost/price determined?

C.
When was the rate/cost/price last examined to determine if it is appropriate?

29.
Does the department maintain its own accounts receivable?  Yes        No___


If yes, please provide Internal Audit with the latest Aging Report. 


Purchasing
30.
Who has the authority to make and approve purchases of goods and services for the department?  Do these individuals also approve the expenditure for payment?

31.
Are purchase orders compared to purchase requisitions?  Yes        No  If yes, by whom?

32.
Who in the department has a University Purchasing Card, if no one go to question 34?

33.
For University Purchasing Card (MasterCard), please answer the following questions; 

A. Who reconciles the monthly billing statement to ensure that amounts charged are supported by receipts? 

B. Is the cardholder’s supervisor reviewing and approving the credit card statement monthly, as university policy requires?  Yes____No___ 

C. Are receipts to support charges retained according to university policy?  Yes____No___

D. Who is responsible for ensuring the credit cards is returned to Accounts Payable when an employee leaves the university or department?

E.
Are any employees authorized to use another employee=s credit card?  Yes        No      
F. Where are credit cards kept when not in use?


Disbursements and Petty Cash
34.  Who has the authority to approve vendor invoices submitted to Accounts Payable for payment?

35.
How does the person approving the invoice invoice determine that the service or merchandise was received?

36.
Does the department keep copies of documents submitted to Accounts Payable?  Yes        No      
37.
Is travel authorized prior to the travel occurring?   Please check one.

      Always

      Sometimes

      Occasionally

      Seldom


      Never

38.
Who approves the department chair or director=s travel vouchers?

39.
Are telephone bills reviewed and monitored?  Yes        No___      
If yes, by whom?

40.
Who is authorized to make purchases from Staples, the university’s office supply vendor ?

41.
Are copies of Staples requisitions kept on file?  Yes       No___      
42.
Are mailroom charges reviewed for reasonableness?  Yes        No___      
43.
Are fax calls reviewed and monitored?  Yes        No       N/A___      
44.
If the department has a petty cash or change fund, please answer the following questions;  if not, go to question 

number 47.

A
Who is responsible for the fund?

B.
How much is the fund?

C.
How often is the fund replenished?

D.
What is it used for?

45.
Does anyone check the petty cash or change fund by performing surprise counts?  Yes        No___       
46.
When using petty cash, is sales tax paid on purchases?  Yes        No____      

Payroll
47.
Who has the authority to approve staff time cards and student time sheets?

48.
Who picks up the payroll checks from the Payroll Office?

49.
How and who distributes payroll checks?

50.
What is done with unclaimed payroll checks?

51.
 Who obtains and reviews the Payroll Distribution Report using the Financial Reporting System?

52.  Who keeps track of faculty and staff leave time?  

53.
Do any department employees work overtime?  Yes        No___ 


If yes, what is their employee type?____________________________    

54. Who has the authority to approve overtime?

55.
Are employees paid or given compensatory time off for their overtime worked?  

If comp time,  how is this monitored and recorded?


Computer Hardware and Software
56.
Approximately how many computers does the department own?

57.
What is the physical location of the computers?  Please check all that apply.

      Classroom

      Computer lab

      Administrative office

      Individual office

      Private residence

      Other (please specify)                                                        
58.
Is there a designated person within the department who is considered the computer administrator?

Yes        No        

If yes, who?

59.  What systems are currently being used in this area of responsibility?  Are the systems stand alone, mainframe, LAN, etc.?_____ ______________________________________________ ___________________________________________________________________________
How long have these systems been in use? ________________________________________

What systems “feed” into the system you use?  ________________________________________________________________________________________

What systems does your system “feed”? __________________________________________

       ___________________________________________________________________________

60.  If the department has its own network, please answer the following questions; if not, go to question number 66.  

A.
What is the purpose of the network?

B.
Who administers the network?

C.
Can the network be accessed from off campus through a modem?  Yes      _  No____      
For questions 61 - 68, please provide answers for hardware and software used for administrative purposes only.

61.
Could any of the information that is processed on the computer be considered sensitive or confidential in nature?

Yes        No      
62.
Would the loss of any information or applications on the computer seriously hinder the departments operation?

Yes        No      
63.
What steps are taken, if any, to ensure that access to the computer is restricted from unauthorized individuals?

64.
Are the following items considered when establishing a password?

A.
Password is at least six characters long


Yes        No      
B.
Password contains both letters and numbers 

Yes        No      
C.
Password is not displayed when inputted


Yes        No      
D.
Password is forced to be changed


Yes        No      
E.
Password is not found in a dictionary


Yes        No      
F.
Users can periodically change their password

Yes        No      
G.
Users have their own ID and password


Yes        No      
H.
Number of password attempts are limited

Yes        No      
65.
Are user IDs or passwords written on or near the workstation or work area?  Yes        No      
66.
Are computer data backup and recovery procedures in place and being used?  Yes        No      
If yes, what are those procedures?

67.
Are all copies of software used by the department appropriately licensed?  Please check one.

      Yes

      No

      Some

      Do not know

68.
If the department uses a virus protection software package, please answer the following questions; if not, go to question number 74.

A.
What software is used?

B.
How often is it updated?

C.
How often is it run?


Equipment
69.
Is capitalized equipment verified at least every two years and are changes in equipment noted and given to Property Management to update?  

Yes        No      
75.
Is Property Management  notified of equipment that is scrapped, stolen, sold, traded in, loaned out, or transferred?

Yes        No      
76.
Does the department keep a separate record of equipment valued under the capitalization amount of $2,500?

Yes        No      
77.
If a piece of equipment is delivered directly to the department, do you notify Property Management ?  Yes        No      
78.
Has there been any equipment stolen in the last two years?  Yes        No      
If yes, briefly explain.

79.
Is there any unused, unusable, or obsolete equipment in your department?   Yes        No      
80.
Is there any department equipment maintained in other departments, loaned to outside organizations, or loaned to employees?

Yes        No      
81.
How does the department keep track of equipment used off campus?

82.
If the department allows personal use of university equipment (e.g., telephone, fax machine, copy machine) by employees, please answer the following questions.

A.  Please describe the use.

B.  Are personal charges reimbursed?  Yes        No      
C.  How is the reimbursement processed?


Additional Comments

END OF DEPARTMENT PROFILE


Thank you for taking the time to complete this profile.

      

EXHIBIT 4

Risk Assessment Rating Sheet

Name: ____________________

           
  Title: _________________________________________  

Area of Responsibility: ________________________
 Date:  ________________________

	Ratings Key 

	 3  This factor is of very definite concern or applicability

	 2  This factor is of average concern or applicability

	 1  This factor is of little concern or very slightly applicable

	 0  This factor is of no concern 


	Assets at Risk                                      Rating________                                                                                                           
 Items to Consider:

1. The type of assets under your control

2. Total net assets controlled or accounted for by your area.  Please specify your actual or estimated net assets in the comment section below.

3. How easy it would be to convert these assets into    cash

4. Is the information in your area considered proprietary, confidential and/or financial?  Circle all that apply.

5. Your perceptions of the impact of errors, omissions, losses or fraud in your area on such issues as:

· Publicity                    

· Internal/External Customers        

· Users of Your Systems

· University Operations

Comments:


	Control Awareness 

 Rating________
     Items to consider:

1. Your staff’s knowledge of controls

2. Management’s knowledge of controls

3. History of problems caused by either a lack of controls or a breakdown of existing controls

4. Your perception of the opportunity for fraud to occur in this area

5. Existence of any “self audit” processes completed and their effectiveness

6. Existence of any agencies that monitor/review your area’s activities

7. System development methodology used

8. Is the information generated/maintained confidential?

9. Is the information generated/maintained accurate?

10. Is the information generated/maintained backed up in case of system failure?

     Comments:



	Size of Process, Function or Operation 

Rating _________
  Items to consider:

1. Number of transactions processed annually 

2. Total dollar value of the transactions processed annually

3. Size of staff

4. Size of the departmental budget

· Revenue

· Operating and General Expenses

5. The extent that university financial results or operating decisions rely on your department’s performance

   Comments:  


	Management/Staff Interest or Concern

Rating _________
     Items to Consider:

1. Experience of your staff

2. Recent changes in department management

3. High management interest in your area

4. Audit requested by management as a result of concern

Comments:




	Significant Changes in Business, Operations, Processes or Technology

Rating ________

     Items to consider:

1. New technology installed/implemented in  your area in the last year

2. New organizational structure implemented in the last year

3. Any functions outsourced in the last year

4. The extent to which your area’s operations, processes, or technology are centralized or decentralized

Comments:


	Legal/Regulatory Environment 

Rating ________

     Items to consider:

1. Existing legislation pertaining to your operations

2. Future legislation being contemplated

3. Penalties for non compliance

4. Subject to outside review by regulatory agency

     Comments:



	Academic / Student Related Issues 

Rating ________

     Items to consider:

1. Impact on student admission/retention

2. Effect on education cost for students

3. Compliance with university academic policies

4. Implementation of University’s mission and goals

5. Impact on University’s 2010 vision

     Comments:


	Audit/Review History                                          

Rating _______      

     Items to consider:

1. Never reviewed by Internal Audit

2. Not reviewed by Internal Audit in last five years

3. Poor results on prior review

     Comments:
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